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[57] ABSTRACT 

A cellular phone including a central processing unit, receiv- 
ing and transmitting means, and data input/output means, the 
phone comprising means for tlie legal identification of the 
owner of the cellular phone and data sending/receiving 
means, the identification means generating encrypted infor- 
mation relating to personal data that unequivocally identify 
the owner of the cellular phone for transmission, through the 
sending/receiving means, to a decryption and identification 
station. 

10 Claims 1 Drawing Sheet 
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CELLULAR PHONE PROVIDED WITH not exclusive embodiment of the cellular phone accordine to 

LEGAL IDENTIFICATION MEANS OF THE the invention, illustrated only by way of non-limitative 

OWNER OF THE CELLULAR PHONE example in the accompanying drawings, wherein the only 

BACKGROUND OF THE INVENTION FIGURE is a block diagram of the elements that compose 

The present invention relates to a cellular phone provided ^ ^^"""^ according to the invention, 

with legal identification means of the owner of the cellular DESCRIFnON OF THE PREFERRED 

^ 1 I, , 1. . . . , EMBODIMENTS 
Cellular phones are currently becommg mcreasmgly 

widespread and their operating scope is constantly expand- With reference to said only FIGURE, the cellular phone 

ing thanks to the tise of the GSM technology. according to the invention comprises processing means 

Accordingly, the cellular phone is increasingly becoming which advantageously comprise a central processing unit 1 

a compact central unit whereto it is possible to connect, for (CPU) adapted to control the various elements that consti- 

example, a fax for sending or receiving documents and the cellular phone and are connected thereto, 

similar functions. In particular, the CPU 1 controls receiver means 2 and 

The possibility of performing, for example, telebanking transmitter means 3 adapted to respectively receive and 

operations by means of a celltilar phone is conditioned by transmit communications signals, and modulation/ 

the need to unequivocally determine the identity of the demodulation means 4 adapted to send encrypted informa- 

person performing such operations, in order to ensure the tion generated by means 5 for the legal identification of the 

usual security degree afforded by the physical presence of owner of said cellular phone and to receive information, 

the person involved. v— The legal identification means 5 comprise a so-caUed A 

Likewise, there is an interest in being able to remotely / "audio smart card", which contains personal information \ 

perform all the operations that necessarily require the / regarding the user, such as his signature, fingerprints, \ 

assured identification of the person or persons involved. voioeprint, etcetera, and is provided with a microprocessor 1 

It is for example of considerable interest to be able to 25 ^^^^ generates a time-variable algorithm for the encryption / 

remote-control the activation/deactivation of devices and of the personal information, which is then sent by the^/ 

systems for "smart homes" and "smart vehicles" without the f modulation/demodulation means 4. 

physical presence of the user. — ' Advantageously, the audio smart card 5 and the 

Thus, for example, it would be advantageous to be able to modulation/demodulation means 4 are both provided on 

remotely switch on or shutdown the independent heating 30 PCMCIA cards. 

system of a house by making a simple telephone call. ^ Accordingly, the smart card 5 can be inserted in thr\ 

This possibility of remote interaction is currently not V cellular phone, in an appropriate slot, at the time of use ^ 

utilized since it is not possible to unequivocally identify a yj^, identification means, conveniently constituted by a 

caller who uses a cellular phone. ^..^ 6 controlled by the CPU 1, contain the telephone 

SUMMARY OF THE INVENTION number of the ceUular phone. 

A principal aim of the present invention is to provide a Memory means 7 and data input/output means 8 complete 

cellular phone having means for the legal identification of cellular phone. 

the owner of the cellular phone which allow to ensure the Advantageously, the data input means are constituted by 

level of identification security normally afforded by the 40 an antenna and by a keyboard and the data output means are 

physical presence of the person. constituted for example by a liquid-crystal display and by 

Within the scope of this aim, an object of the present said antenna, 

invention is to provide a cellular phone having means for the With reference to said only FIGURE, operation of the 

legal identification of the owner of the cellular phone which cellular phone according to the invention is as follows. 

aUow uniqueness and nonreproducibility of the identifica- 45 Assume, for example, that a remote banking transaction 

tion data. has to be performed, such as an authorization for payment. 

Another object of the present invention is to provide a Iq this case, the user uses his ceUular phone to call the 

cellular phone which allows to idenufy m advance the user bank, where the encrypted information that identifies the 

who is makmg a call to said cellular phone. client and account holder who is calling with his cellular 

A further object of the present invention is to provide a 50 p^one is stored, 

cellular phone which has means for the legal identification decryption and identification station provided in the 

of the owner of the ceUular phone and is highly rehable. the user to provide an idenUfication code in 

relatively easy to manufacture, and at competiUve costs. oidci to authorize the intended operation to continue. 

TTiis aim. the^ objects, and others which will become said code is sent by the user by inserting the smart w< 

apparent heremafter are achieved by a ceUular phone com- sinth^ cellular phone, in a slot appropriately provided, 

pnsing a central piDC«ising umt, teceivmg and transmittmg manner, the smart card 5 transfers the encrypted 

means, and data mput/output means characterized in that it ^ the modulation/demodulation means 

comprises means for the legal identificaUon of the owner of ^ided inside the ceUular phone. 

said ceUular phone and data sending/receiving means, said ^ . ^ - c .■ ■ ji ... 

identification means generating encrypted information relat- 6" , ^^^f'^'^^'f informaUon is generated by a tmie-vanable 

ing to personal data that uneqi^vocaUy identify the owner of "'sonthm produced by the microprocessor with which the 

said cellular phone for tra^mission, through said sending/ ^'".'^ '^'^ *7 cc^^VPf, sa-d algonthm ensuring the 

receiving means, to a decryption and identification station. ""^'^^^ »^ nonreproducibihty of said information. 

The decryption of said encrypted information occurs in 

BRIEF DESCRIPnON OF THE DRAWINGS the decryption and identification station of the bank. 

Further characteristics and advantages of the invention If the information sent by the user by telephone matches 

will become apparert from the description of a preferred but the data stored in the decryption and identification station, 
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user identification is confirmed and it is possible to continue In practice, the materials employed, so long as they are 

performing the requested operation. compatible with the specific use, as well as the dimensions. 

The algorithm used for encrypting the information is an °*^y according to the requirements and the state of 
algorithm currently used to protect the data transferred over 

banking networks, 5 What is claimed is: 

It is of course possible to use any algorithm capable of ^ A ^^^^^^ P*^o°® comprising a central processing unit, 

allowing a high degree of data security receiving and transmitting means, and data input/output 

The cellular phone provided with a card for the legal ^^Tj ^^^r T^^^^uT"^ y^^^^^^^^^l^^" 

identification of the owner of said cellular phone aUows to f said cellular phone and data sending/ 

«^rf«r« . «i..,«rf f * r I" 10 receiving means, said identification means eeneratine 

perform a plurahty of remote operations, for example the -n.^™t^^ ;«f« w * i s^"^**^""S 

activation/deactivation of devicTand sy;tems both in the '3!^,, f Z.-i ?h ^ 1° ^l"" T 

home and industrial field and for transport vehicles. ^f ^ a°^'1 of said cellular phone for 

^ transmission, through said sendmg/receiving means, to a 

It is also noted that it is possible to use the cellular phone decryption and identification station, said means for the 

according to the mvention to access physical files, i.e., to 15 legal identification of the owner being actuatable only 

obtain clearance to examine confidential documents for through a physical and unique feature of the legal owner of 

which data providing assured identification of the requesting phone. 

person, such as for example the signature, are required. Once 2. A cellular phone according to claim 1, wherein said 

clearance has been obtained by telephone, the requested means for the legal identification of the owner of said 

documents can be sent to the requesting person. 20 cellular phone comprise an audio smart card provided with 

In practice it has been observed that the cellular phone a microprocessor, said card being insertable in said cellular 

according to the invention fully achieves the intended aim phone and containing personal identification data of the 

and objects, since it allows to perform the remote legal owner of said cellular phone, said audio smart card being 

identification of the user who makes a telephone call by voice-activated only by the legal owner of the card, 

means of said cellular phone. 25 3. A cellular phone according to claim 2, wherein said 

The information sent for identification is unique, cannot microprocessor included in said audio smart card generates 

be reproduced, and is identifiable, with absolute confidence encryption algorithm for encrypting said personal data, 

that it is being sent by its legitimate owner. ^* ^ cellular phone according to claim 3, wherein said 

The uniqueness and nonreproducibiUty characteristics are encryption algorithm generated by said microprocessor of 

ensured by the time-variable encryption algorithm generated smart card is a time-variable algorithm, 

by the microprocessor contained in the smart card 5. ^* . cellular phone accordmg to claim 1, wherein said 

-ru 1, , . • J . , ^ sending/receiving means comprise modulation/ 

Tlie cellular phone thus conceived is susceptible of demodulation means 

numerous modifications and vanations, all of which are r a ^n„i^r . 1 • 1 u • 

within the scope of the inventive concept ^ ^ ^^""^^^ P*""""^ according to claim 1. wherem it 

lu^ ^H^; ui uic mv(?uuvc wawpi. comprises memory means adapted to store a database that 

Thus, for example, the cellular phone according to the contains information relating to users of interest to the 

mvention can comprise an internal daUbase, stored in the owner of said cellular phone, 

memory means 7, which allows advance identification of a 7, A cellular phone according to claim 1, wherein it 

user who calls said cellular phone. The display means 8 thus comprises a card that contains the telephone number of said 

display said information to allow the receiving party to read 40 cellular phone. 

8. A cellular phone according to claim 2, wherein said 

This identification occurs by comparing the data relating smart card is of the PCMCIA type, 

to the call being received with the pre-stored identification 9. A cellular phone according to claim 5, wherein said 

dataof the users of interest, which are present in the memory modulation/demodulation means are provided on a PCM- 

means 7. 45 CIA card, said card being insertable in said cellular phone. 

The means 5 for the legal identification of the owner of 1^- ^ cellular phone according to claim 1, wherein said 

the cellular phone can also be entered permanently in said means for the legal identification of the owner of said 

cellular phone. In this case, the activation of said means can cellular phone are permanently inserted in said phone, said 

occur by entering a secret code on the keyboard of said means being activated by a secret numeric sequence entered 

phone. 50 by the user through the data input means of the digital 

All the details may furthermore be replaced with other telephone, 

technically equivalent means. * « « n. « 
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TTILE: Cellular phone provided with legal identification means of the owner of 
the ceOular phone 



DEPR: 

Said code is sent by the user by inserting the smart card 5 in the cellular 
phone, in a slot appropriately provided In this manner, the smart card 5 



transfers the cnciypted information through the modulation/demodulation means 4 
provided inside the cellular phone. 
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